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COMMERCE, JUSTICE, SCIENCE, AND RE-
LATED AGENCIES APPROPRIATIONS FOR
FISCAL YEAR 2015

THURSDAY, MARCH 27, 2014

U.S. SENATE,
SUBCOMMITTEE OF THE COMMITTEE ON APPROPRIATIONS,
Washington, DC.

The subcommittee met at 10:02 a.m., in room SD-192, Dirksen
Senate Office Building, Hon. Barbara A. Mikulski (chairwoman)
presiding.

Present: Senators Mikulski, Shelby, Murkowski, Kirk, and
Boozman.

FEDERAL BUREAU OF INVESTIGATION

STATEMENT OF HON. JAMES B. COMEY, JR., DIRECTOR
OPENING STATEMENT OF SENATOR BARBARA A. MIKULSKI

Senator MIKULSKI. Good morning, everybody. The Subcommittee
on Commerce, Justice, Science will come to order. This is our first
hearing on the fiscal year 2015 budget. We are starting with the
esteemed and much valued Federal Bureau of Investigation. We
will have a two-part hearing. This will be an open session, with all
Senators free to participate and ask their questions. When this con-
cludes, we will adjourn for a classified hearing on the Bureau’s
needs, particularly in the global war against terrorism and cyber
security and some of those that are more sensitive in terms of the
need for global protection and global cooperation.

We want to welcome Director Comey here for his very important
appearance and we look forward to hearing his testimony in terms
of the needs of the FBI. Last year we concluded I think with a vote
on January 20 in which we were able to pass an omnibus bill for
fiscal year 2014. Thanks to the work, bipartisan and bicameral,
Senator Murray and Congressman Ryan were able to give us a
budget and a top line cancelling the sequester, which had a draco-
nian impact on both the function of core agencies like the FBI and
on the morale.

We look forward this year to moving ahead in an expeditious way
to move this so that we could avoid that kind of crisis in budgeting
that has been characteristic of the Congress for more now than 5
years.

To get our work done, we will again listen to Director Comey on
budget and priorities. It is his first time as the Director, but not
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our first meeting. We appreciate his competence, his candor and
his long history of service.

In welcoming you, Mr. Director, we want to thank the entire FBI
for the way that they protect America. Whether it is fighting crime
in organized crime, whether it’s dealing with terrorists or preda-
tors, the FBI is on the job 24-7, 365 days a year, and we want them
to know that they’re appreciated, and we would like to show our
appreciation to make sure they have the right resources and the
right tools so that they can do the job that they were signed up to
do. We believe that they are the unsung heroes.

This hearing will focus on the FBI’s vital work. As chair, I've re-
viewed the FBI’s budget, which comes in at $8.4 billion. In fiscal
year 2014 we had an increase of $762 million above the sequester
request. So it was $762 million, and it sounds like it was a big
bump-up, but it was a bump-up to keep us running in place.

I'd like you to describe then about your need to retain talent, to
recruit talent, and to train and educate the legendary training that
goes on at Quantico. I understand that the 2015 request would
keep the FBI moving while making sure our taxpayer dollars are
spent wisely.

Now, we know that the sequester caused the FBI to cancel train-
ing, to ration gas to 200 miles a week. We valued a much-read and
circulated document called “Voices From the Field.” This is where
we heard from the FBI agents themselves. Not only did they fear
furlough for their families, but they feared the impact on the mis-
sion. Then we heard they didn’t have gas for their cars. What kind
of—we can’t do this. So we’re going to make sure we’re looking to
you and listening to you to do this, so we’ll be looking at the 21st
century threats.

We know that one of the major 21st century threats is in cyber
space, whether it’s the hackers, the cyber spies, or the cyber terror-
ists. We want to be clear in this hearing that cyber security is not
the cyber surveillance that is the subject of much discussion at
many levels in this Government and in others. We know that cyber
security means protecting us from criminals out to steal credit card
information, personal identities, companies’ trade secrets, and even
worse, whether it’s to bring down the grid or bring down our finan-
cial services.

We know the FBI’s in the front line in this area, and that the
request is $392 million for the Next Generation Cyber Initiative, $9
million less than 2014. So we want to know, what is it you want
to do, either at this hearing or the classified one, and is this the
resources to do it?

One of the hallmarks of the FBI has really been working with
local law enforcement. The joint task forces that have emerged re-
ceive kudos from around the Nation. Certainly in my own Balti-
more metropolitan area, in the Washington metropolitan area, law
enforcement speaks with such enthusiasm and such energy when
they talk about these joint task forces, and that they can rely on
the FBI, but keep law enforcement. We don’t have a national police
force in this country, but we have an American joint task force.

So we want to know how in your budget, what this means to
State and local. We've been concerned that these two face signifi-
cant cuts.
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Finally, I'd like to mention the fact that you need a new head-
quarters. We know that the Hoover Building is dated and to the
point of even being dysfunctional, that you’re in 20 leased spaces.
You know that two alpha delegations, Maryland and Virginia, are
duking it out. We’ll go through the competitive process, but my cri-
teria, wearing my national hat, is that you need full consolidation.
You don’t need a micro-consolidation, because we want it to meet
its functionality and security requirements for the next 50 years.

So we look forward to listening to you and listening to the needs
of really what is it to make sure how we have a robustly funded
FBI, a 21st century FBI, for 21st century threats.

I now turn to my vice chairman, who’s been such an advocate in
this area and has some key facilities in Alabama, Senator Shelby.

STATEMENT OF SENATOR RICHARD C. SHELBY

Senator SHELBY. Thank you.

Mr. Director, I want to welcome you to the committee. This is
your first appearance before the subcommittee as FBI Director. I
hope you will be coming to see us often.

We had a good working relationship with your predecessor, Di-
rector Mueller, and we look forward to a similar relationship with
you and the Bureau. The mission of the FBI is broad and multi-
faceted. Its responsibilities include, among other things, inves-
tigating terrorist attacks and cyber threats, targeting health care
fraud, leading the Federal Government’s efforts to analyze impro-
vised explosive devices, routing out gang activity. The list goes on
and on. You have a broad mandate.

This broad mission requires the FBI to maintain focus on tradi-
tional criminal activities, while adapting to the new threats of this
country. Terrorists and criminals are agile and sophisticated. The
same is required of the Bureau. To remain effective, the Bureau
must have the ability, I believe, to refocus and retool to address
emerging threats. Without a plan to address such threats or a proc-
ess for regularly reevaluating priorities, the FBI will find itself
playing catch-up with the criminal elements it seeks to eliminate.

The Bureau’s 2015 budget, which is the subject of today’s hear-
ing, outlines the FBI’s strategic priorities. According to the docu-
ments provided, these priorities have not substantially been rede-
fined since 2011. This is particularly troubling given the growing
cyber threat that the chairwoman mentioned that our Nation is
facing.

Recognizing the dynamic world in which we live and the tough
fiscal climate that we face here, I want to be sure that the budget
priorities of the Bureau truly reflect the threats that are facing this
country. The ultimate goal of any prioritization effort should be an
FBI that is efficient, effective, and, more importantly, nimble for
the foreseeable future.

I'm committed to working with you and the chair to ensure that
we're targeting limited resources in a manner that safeguards tax-
payer dollars while preserving public safety.

Once again, we appreciate you taking this job as the head of the
Bureau and we look forward to working with you.

Thank you, Madam Chair.
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Senator MIKULSKI. I want to acknowledge that Senator Kirk is
here. Senator, could you hold your statement until the Director fin-
ishes and we turn to questions, or do you need to leave?

Senator KirRK. I will hold my statement.

Senator MIKULSKI. Thank you very much.

Director Comey.

SUMMARY STATEMENT OF HON. JAMES B. COMEY, JR.

Mr. CoMEY. Madam Chairwoman, Senator Shelby, Senator Kirk,
members of the subcommittee: it’s an honor to be here representing
the great people of the FBI. This is my first appearance in what
is a 10-year term that I'm very, very excited about because of those
people. I have spent my first 6 months traveling around trying to
meet my troops, and what I discovered is that the magic of the FBI
is its talent. We don’t have a lot of stuff, we have remarkable peo-
ple.

What I found when I first took this job was that they were people
who were very stressed by the impact that sequester was having
on them, which Senator Mikulski, you mentioned. Everywhere
around the country I heard from my folks about the difficulties
they were encountering with vacancies, limitations on gas, the abo-
lition of training, and Quantico being a ghost town.

Thanks to this committee and other members of the Senate and
the House, that changed in late January when the budget was
passed. I'm now in a position where I'm restarting Quantico. I'm
also looking to hire a thousand people to start to fill the almost
2,500 vacancies that we have—hundreds of special agents and in-
telligence analysts, to restock that magic of the FBI that is our tal-
ent.

So, thank you so much for that on behalf of the men and women
of the FBI. And we need those people because, as Senator Shelby
said, the plate of threats that we face is remarkable.

I'll start with our top priority, Counterterrorism. The threat that
I've encountered returning to Government after 8 years away is
one that remains incredibly serious, but has changed. It has metas-
tasized in ways that are striking. The primary tumor along the bor-
der of Afghanistan and Pakistan was dramatically reduced by the
fight of our men and women in uniform and our Intelligence Com-
munity. But at the same time, that threat has metastasized into
the lightly governed or ungoverned spaces in the world, especially
in North Africa, around the Gulf, and around the Mediterranean.
And also here at home with the growth of the people we call home-
grown violent extremists. I don’t like to call them “lone wolves” be-
cause that sounds dignified in a way that they don’t deserve—folks
who are able to access Al-Qaeda’s hateful propaganda on the Inter-
net and convince themselves, even without being directed, that
they need to engage in some sort of jihad here at home and kill
innocent Americans. So that metastasizing threat poses an enor-
mous challenge to everybody in the Intelligence Community, but
especially to the great people of the FBI.

Counterintelligence remains a top priority of the Bureau because
nation-states around the world still want to steal our secrets and
they are finding new and sophisticated ways to do this, especially
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through cyber. So we remain on guard 24-7, as the chairwoman
said, to protect that which is most important to our Nation.

Cyber, as the chair said, touches everything I do. The reason is
fairly easy to understand: we as Americans, as a Nation and as a
people, have connected our entire lives to the Internet. It’s where
our children play, it’s where our money is, it’s where our health
care is, it’s where our infrastructure is, our secrets. So it’s where
those who would do us harm come at us—for our children, for our
money, for our private information, for our Nation’s secrets, and for
our vital infrastructure. It touches everything the FBI is respon-
sible for, so we are doing everything in our power to make sure we
are deployed, equipped, and trained to address that threat.

And of course, we're responsible for a host of criminal challenges,
from public corruption to civil rights to white-collar crime, gangs,
human trafficking, and protecting our children. And we’re doing
that in 56 field offices all around this country and in offices all
around the world every day.

As, Madam Chairwoman, you said, we also have a responsibility
to use the taxpayers’ money to train and to assist State and local
law enforcement. We have world-class facilities and world-class
technical capabilities and we work hard to make them available to
our brothers and sisters in law enforcement.

The last thing I'll say is my travels have convinced me that the
FBI is international in ways that would have been difficult to see
just 10 years ago. Nearly everything we do that matters has an
international dimension to it. So I am extremely proud of our legal
attaches deployed around the world, who build relationships and do
service for not just the FBI, but all the American people.

PREPARED STATEMENT

So we’re doing a lot of things and we do it through the people.
As I said, the magic is the talent. I thank you so much for sup-
porting those folks and for giving me the resources to make sure
we have enough of those great folks.

My hope for 2015 is to be able to sustain the progress we have
made since late January, restock the talent of the FBI, and march
out to meet those many challenges. I look forward to working with
you on that.

Thank you so much.

[The statement follows:]

PREPARED STATEMENT OF HON. JAMES B. COMEY, JR.

Good morning Chairwoman Mikulski, Vice Chairman Shelby, and members of the
subcommittee. I look forward to discussing the FBI’s fiscal year 2015 budget re-
quest, as well as FBI programs and priorities for the coming year. On behalf of the
men and women of the FBI, let me begin by thanking you for your ongoing support
of the Bureau.

Thanks to the support of this subcommittee, we now have a budget in place that
that allows us to do more operationally, to hire and train new agents and intel-
ligence analysts, and to backfill vacant positions in our field offices. We pledge to
be the best possible stewards of the budget you have provided for us and to use it
to maximum effect to carry out our mission.

Today’s FBI is a threat-focused, intelligence-driven organization. Each employee
of the FBI understands that to mitigate the key threats facing our Nation, we must
constantly strive to be more efficient and more effective.

Just as our adversaries continue to evolve, so, too, must the FBI. We live in a
time of acute and persistent terrorist and criminal threats to our national security,



6

our economy, and our communities. These diverse threats facing our Nation and our
neighborhoods underscore the complexity and breadth of the FBI’s mission.

We remain focused on defending the United States against terrorism, foreign in-
telligence, and cyber threats; upholding and enforcing the criminal laws of the
United States; protecting civil rights and civil liberties; and providing leadership
and criminal justice services to Federal, State, municipal, and international agen-
cies and partners. Our continued ability to carry out this demanding mission reflects
the support and oversight provided by this committee.

The FBI’s fiscal year 2015 budget request totals $8.3 billion in direct budget au-
thority, including 34,970 permanent positions (13,050 Special Agents, 3,048 Intel-
ligence Analysts, and 18,872 professional staff). This request includes two program
enhancements: 14 positions and $3.2 million for Mutual Legal Assistance Treaty re-
form, and $15 million for operations and maintenance for the Terrorist Explosive
Device Analytical Center (TEDAC) facility in Huntsville, Alabama.

Let me summarize the FBI efforts that this funding supports.

NATIONAL SECURITY

The FBI is the lead domestic intelligence and law enforcement agency in the
United States. Our complementary intelligence and law enforcement capabilities
make up the key components of the Bureau’s national security mission. They also
illustrate the unique authorities and mission we have in the U.S. Intelligence Com-
munity. We collect intelligence to understand and identify the threats to the Nation.
And when the time comes for action to prevent an attack, we disrupt threats using
our law enforcement powers through our Joint Terrorism Task Forces (JTTF's).

Much of the FBI's success can be credited to the longstanding relationships we
enjoy with our intelligence, law enforcement, public, and private sector partners.
With thousands of private and public business alliances and more than 4,100 JTTF
members, including more than 1,500 interagency personnel from more than 600
Federal, State, territorial, and tribal partner agencies, the FBI's partnerships are
essential to achieving our mission and ensuring a coordinated approach toward na-
tional security threats.

Counterterrorism

As the lead agency responsible for countering terrorist threats to the United
States and its interests overseas, the FBI integrates intelligence and operations to
detect and disrupt terrorists and their organizations.

Counterterrorism remains our top priority. The Boston Marathon bombings in
April 2013 remind us that the terrorist threat against the United States remains
persistent. The threat from homegrown violent extremists is of particular concern.
These individuals present unique challenges because they do not share a typical
profile; their experiences and motives are often distinct and personal. They are also
increasingly savvy and willing to act alone, which makes them more difficult to
identify and to stop.

In the past 2 years, homegrown extremists have attempted to detonate improvised
explosive devices or bombs at such high profile targets as the Federal Reserve Bank
in New York, commercial establishments in downtown Chicago, the Pentagon, and
the U.S. Capitol. Fortunately, these attempts and many others were thwarted. Yet
the threat from such individuals remains.

The foreign terrorist threat is similarly complex and ever changing. Overseas, we
are seeing more groups and individuals engaged in terrorism, a wider array of ter-
rorist targets, greater cooperation among terrorist groups, and continued evolution
and adaptation in tactics and communication.

Al-Qa’ida and its affiliates, especially al-Qa’ida in the Arabian Peninsula (AQAP),
continue to represent a top terrorist threat to the Nation. These groups have at-
tempted several attacks on the United States, including the failed Christmas Day
airline bombing in 2009, and the attempted bombing of U.S.-bound cargo planes in
October 2010.

To better address this evolving threat, the FBI has established the Countering
Violent Extremism (CVE) Office. This office leverages FBI resources and works with
Federal counterparts to empower our local partners to prevent violent extremists
and their supporters from inspiring, radicalizing, financing, or recruiting individuals
or groups in the United States to commit acts of violence. The CVE Office facilitates
an understanding of the catalysts to violent extremism, as well as its behavioral
components and radicalization factors, and identifies possible inhibitors to these
phenomena. The FBI is leading efforts to conduct outreach and raise community
awareness, while upholding civil rights and civil liberties.



Counterintelligence

We still confront traditional espionage—spies posing as diplomats or ordinary citi-
zens. But espionage also has evolved. Spies today are often students, researchers,
or businesspeople operating front companies. And they seek not only state secrets,
but trade secrets, research and development, intellectual property, and insider infor-
mation from the Federal Government, U.S. corporations, and American universities.
Foreign intelligence services continue to grow more creative and more sophisticated
in their methods to steal innovative technology, critical research and development
data, and intellectual property, which erodes America’s leading edge in business and
poses a significant threat to national security.

We remain focused on the growing scope of the insider threat—that is, when
trusted employees and contractors use their legitimate access to information to steal
secrets for the benefit of another company or country. This threat has been exacer-
bated in recent years as businesses have become more global and increasingly ex-
posed to foreign intelligence organizations.

To combat this threat, the FBI’s Counterintelligence Division educates academic
and business partners about how to protect themselves against economic espionage.
We also work with the defense industry, academic institutions, and the general pub-
lic to address the increased targeting of unclassified trade secrets across all Amer-
ican industries and sectors.

Together with our intelligence and law enforcement partners, we must continue
to protect our trade secrets and our state secrets, and prevent the loss of sensitive
American technology.

Weapons of Mass Destruction

As weapons of mass destruction (WMD) threats continue to evolve, the FBI uses
its statutory authorities to lead all investigations concerning violations of WMD-re-
lated statutes, preparation, assessment, and responses to WMD threats and inci-
dents within the United States. The FBI provides timely and relevant intelligence
analyses of current and emerging WMD threats to inform decision makers, support
inv§stigations, and formulate effective countermeasures and tripwires to prevent at-
tacks.

To ensure an effective national approach to preventing and responding to WMD
threats, the FBI created the Weapons of Mass Destruction Directorate integrating
the necessary counterterrorism, intelligence, counterintelligence, and scientific and
technological components into one organizational structure. Using this integrated
approach, the Directorate leads WMD policy development, planning, and response
to ensure its efforts result in a comprehensive response capability that fuses inves-
tilgative and technical information with intelligence to effectively resolve WMD
threats.

To enable the prevention or disruption of WMD threats or attacks, FBI head-
quarters personnel, 56 field WMD coordinators, and two WMD assistant legal
attachés oversee implementation of national and international initiatives and coun-
termeasures. The FBI conducts outreach and liaison efforts with critical infrastruc-
ture partners, the private sector, academia, industry, and the scientific community
to implement tripwires that prevent any actor—terrorist, criminal, insider threat,
or lone offender—from successfully acquiring chemical, biological, radiological, or
nuclear material or dissemination equipment. Through these efforts, the WMD Di-
rectorate supports the broader work of the U.S. Government as a leading partner
and active contributor to policy decisions.

The Counterproliferation Center (CPC) combines the operational activities of the
Counterintelligence Division, the subject matter expertise of the Weapons of Mass
Destruction Directorate (WMDD), and the analytical capabilities of both components
to identify and disrupt proliferation activities. Since its inception in July 2011, the
CPC has overseen the arrest of approximately 65 individuals, including several con-
sidered by the U.S. Intelligence Community to be major proliferators. Along with
these arrests, the CPC has increased its operational tempo to collect valuable intel-
ligence on proliferation networks.

Intelligence

The FBI’s efforts to advance its intelligence capabilities have focused on stream-
lining and optimizing the organization’s intelligence components while simulta-
neously positioning the Bureau to carry out its responsibilities as the lead domestic
intelligence agency.

One way the FBI is enhancing our partnerships and our ability to address threats
is through the Domestic Director of National Intelligence (DNI) Representative Pro-
gram. Through this program, FBI senior-level field executives in 12 geographic loca-
tions are serving as DNI representatives throughout the United States. The Domes-
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tic DNI Representatives are working with Intelligence Community partners within
their regions to understand the threat picture and develop a more coordinated and
integrated Intelligence Community enterprise. A more unified and effective Intel-
ligence Community will enhance the Nation’s ability to share information with our
law enforcement and private sector partners, and will prevent and minimize threats
to our national security.

In addition, we expanded the fusion cell model, which further integrates our intel-
ligence and operational elements through teams of analysts embedded with agents
in the operational divisions. These fusion cells examine the national and inter-
national picture and provide intelligence on current and emerging threats across
programs, making connections that are not always visible at the field level. Pro-
viding standard criteria, these cells inform the Threat Review and Prioritization
(TRP) process and develop National Threat Priorities for the field. The fusion cells
assess the FBI’s ability to collect intelligence to identify gaps, inform operational
strategies, and mitigate threats to drive FBI operations. As a result, the fusion cells
and TRP provide the field with clear guidance and a consistent process to identify
priority threats, while ensuring FBI Headquarters has an effective way to manage
and evaluate the most significant threats facing the country.

This strategic, national-level perspective ensures the FBI is developing a complete
picture of the threat environment and directing our resources at priority targets to
stay ahead of our adversaries. This integration provides a cross-programmatic view
of current threats and enables a nimble approach to identifying and addressing
emerging threats.

Cyber

We face cyber threats from state-sponsored hackers, hackers for hire, organized
cyber syndicates, and terrorists. They seek our state secrets, our trade secrets, our
technology, and our ideas—things of incredible value to all of us. They may seek
to strike our critical infrastructure and our economy. The threat is so dire that
cyber security has topped the Director of National Intelligence list of global threats
for the second consecutive year.

Given the scope of the cyber threat, agencies across the Federal Government are
making cyber security a top priority. Within the FBI, we are targeting high-level
intrusions—the biggest and most dangerous botnets, state-sponsored hackers, and
global cyber syndicates. We want to predict and prevent attacks, rather than react-
ing after the fact.

FBI agents, analysts, and computer scientists are using technical capabilities and
traditional investigative techniques—such as sources and wires, surveillance, and
forensics—to fight cyber crime. We are working side-by-side with our Federal, State,
and local partners on Cyber Task Forces in each of our 56 field offices and through
the National Cyber Investigative Joint Task Force (NCIJTF). Through our 24-hour
cyber command center, CyWatch, we combine the resources of the FBI and NCIJTF,
allowing us to provide connectivity to Federal cyber centers, government agencies,
FBI field offices and legal attachés, and the private sector in the event of a cyber
intrusion.

We also work with the private sector through partnerships such as the Domestic
Security Alliance Council, InfraGard, and the National Cyber Forensics and Train-
ing Alliance. And we are training our State and local counterparts to triage local
cyber matters, so that we can focus on national security issues.

Our legal attaché offices overseas work to coordinate cyber investigations and ad-
dress jurisdictional hurdles and differences in the law from country to country. We
are supporting partners at Interpol and The Hague as they work to establish inter-
national cyber crime centers. We continue to assess other locations to ensure that
our cyber personnel are in the most appropriate locations across the globe.

We know that to be successful in the fight against cyber crime, we must continue
to recruit, develop, and retain a highly skilled workforce. To that end, we have de-
veloped a number of creative staffing programs and collaborative private industry
partnerships to ensure that over the long term we remain focused on our most vital
resource—our people.

CRIMINAL

We face many criminal threats, from complex white-collar fraud in the financial,
healthcare, and housing sectors to transnational and regional organized criminal en-
terprises to violent crime and public corruption. Criminal organizations—domestic
and international—and individual criminal activity represent a significant threat to
our security and safety in communities across the Nation.



Public Corruption

Public corruption is the FBI's top criminal priority. The threat—which involves
the corruption of local, State, and federally elected, appointed, or contracted offi-
cials—strikes at the heart of government, eroding public confidence and under-
mining the strength of our democracy. It impacts how well U.S. borders are secured
and neighborhoods are protected, how verdicts are handed down in court, and how
well public infrastructure such as schools and roads are built. The FBI is uniquely
situated to address this threat, with our ability to conduct undercover operations,
perform electronic surveillance, and run complex cases. However, partnerships are
critical and we work closely with Federal, State and local authorities in pursuing
these cases. One key focus is border corruption. The Federal Government protects
7,000 miles of U.S. land border and 95,000 miles of shoreline. Every day, more than
a million visitors enter the country through one of 327 official ports of entry along
the Mexican and Canadian borders, as well as through seaports and international
airports. Any corruption at the border enables a wide range of illegal activities, po-
tentially placing the entire Nation at risk by letting drugs, guns, money, and weap-
ons of mass destruction slip into the country, along with criminals, terrorists, and
spies. Another focus concerns election crime. Although individual States have pri-
mary responsibility for conducting fair and impartial elections, the FBI becomes in-
volved when paramount Federal interests are affected or electoral abuse occurs.

Financial Crimes

We have witnessed an increase in financial fraud in recent years, including mort-
gage fraud, healthcare fraud, and securities fraud.

The FBI and its partners continue to pinpoint the most egregious offenders of
mortgage fraud. With the economy and housing market still recovering in many
areas, we have seen an increase in schemes aimed both at distressed homeowners
and at lenders. Our agents and analysts are using intelligence, surveillance, com-
puter analysis, and undercover operations to identify emerging trends and to find
the key players behind large-scale mortgage fraud. We also work closely with the
Department of Housing and Urban Development, Postal Inspectors, the IRS, the
FDIC, and the Secret Service, as well as with State and local law enforcement of-
fices.

Healthcare spending currently makes up about 18 percent of our Nation’s total
economy. These large sums present an attractive target for criminals—so much so
that we lose tens of billions of dollars each year to healthcare fraud. Healthcare
fraud is not a victimless crime. Every person who pays for healthcare benefits, every
business that pays higher insurance costs to cover their employees, every taxpayer
who funds Medicare, is a victim. Schemes can cause actual patient harm, including
subjecting patients to unnecessary treatment, providing sub-standard services and
supplies, and by passing potentially life-threatening diseases due to the lack of prop-
er precautions. As healthcare spending continues to rise, the FBI will use every tool
we have to ensure our healthcare dollars are used to care for the sick—not to line
the pockets of criminals.

Our investigations of corporate and securities fraud have also increased substan-
tially in recent years. As financial crimes become more sophisticated, so must the
FBI. The FBI continues to use techniques such as undercover operations and Title
IIT intercepts to address these criminal threats. These techniques are widely known
for their successful use against organized crime, and they remain a vital tool to gain
concrete evidence against individuals conducting crimes of this nature on a national
level.

Finally, the FBI recognizes the need for increased cooperation with our regulatory
counterparts. Currently, we have embedded agents and analysts at the Securities
and Exchange Commission and the Commodity Futures Trading Commission, which
allows the FBI to work hand-in-hand with U.S. regulators to mitigate the corporate
and securities fraud threat. Furthermore, these relationships enable the FBI to
identify fraud trends more quickly, and to work with our operational and intel-
ligence counterparts in the field to begin criminal investigations when deemed ap-
propriate.

Gangs [ Violent Crime

Violent crimes and gang activities exact a high toll on individuals and commu-
nities. Today’s gangs are sophisticated and well organized; many use violence to con-
trol neighborhoods and boost their illegal money-making activities, which include
robbery, drug and gun trafficking, fraud, extortion, and prostitution rings. Gangs do
not limit their illegal activities to single jurisdictions or communities. The FBI is
able to work across such lines, which is vital to the fight against violent crime in
big cities and small towns across the Nation. Every day, FBI Special Agents work
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in partnership with State and local officers and deputies on joint task forces and
individual investigations.

FBI joint task forces—Violent Crime Safe Streets, Violent Gang Safe Streets, and
Safe Trails Task Forces—focus on identifying and targeting major groups operating
as criminal enterprises. Much of the Bureau’s criminal intelligence is derived from
our State, local, and tribal law enforcement partners, who know their communities
inside and out. Joint task forces benefit from FBI surveillance assets and our
sources track these gangs to identify emerging trends. Through these multi-subject
and multi-jurisdictional investigations, the FBI concentrates its efforts on high-level
groups engaged in patterns of racketeering. This investigative model enables us to
target senior gang leadership and to develop enterprise-based prosecutions.

Transnational Organized Crime

More than a decade ago, the image of organized crime was of hierarchical organi-
zations, or families, that exerted influence over criminal activities in neighborhoods,
cities, or States. But organized crime has changed dramatically. Today, inter-
national criminal enterprises run multi-national, multi-billion-dollar schemes from
start to finish. These criminal enterprises are flat, fluid networks with global reach.
While still engaged in many of the “traditional” organized crime activities of loan-
sharking, extortion, and murder, new criminal enterprises are targeting stock mar-
ket fraud and manipulation, cyber-facilitated bank fraud and embezzlement, iden-
tify theft, trafficking of women and children, and other illegal activities. Preventing
and combating transnational organized crime demands a concentrated effort by the
FBI and Federal, State, local, and international partners. The Bureau continues to
share intelligence about criminal groups with our partners, and to combine re-
sources and expertise to gain a full understanding of each group.

Crimes Against Children

The FBI remains vigilant in its efforts to eradicate predators from our commu-
nities and to keep our children safe. Ready response teams are stationed across the
country to quickly respond to abductions. Investigators bring to this issue the full
array of forensic tools such as DNA, trace evidence, impression evidence, and digital
forensics. Through improved communications, law enforcement also has the ability
to quickly share information with partners throughout the world, and our outreach
programs play an integral role in prevention.

The FBI also has several programs in place to educate both parents and children
about the dangers posed by predators and to recover missing and endangered chil-
dren should they be taken. Through our Child Abduction Rapid Deployment teams,
Innocence Lost National Initiative, Innocent Images National Initiative, Office of
Victim Assistance, and numerous community outreach programs, the FBI and its
partners are working to keep our children safe from harm.

The FBI established the Child Sex Tourism Initiative to employ proactive strate-
gies to identify U.S. citizens who travel overseas to engage in illicit sexual conduct
with children. These strategies also include a multi-disciplinary approach through
partnerships with foreign law enforcement and non-governmental organizations to
provide child victims with available support services. Similarly, the FBI's Innocence
Lost National Initiative serves as the model for the partnership between Federal,
State and local law enforcement in addressing child prostitution. Since its inception,
more than 3,100 children have been located and recovered. The investigations and
1s%bsequent 1,450 convictions have resulted in lengthy sentences, including twelve
ife terms.

Indian Country

The FBI continues to maintain primary Federal law enforcement authority to in-
vestigate felony crimes on more than 200 Indian reservations nationwide. More than
100 Special Agents from 20 different field offices investigate these cases. In addi-
tion, the FBI has 14 Safe Trails Task Forces that investigate violent crime, drug
offenses, and gangs in Indian Country and we continue to address the emerging
t}ireat from fraud and other white-collar crimes committed against tribal gaming fa-
cilities.

Sexual assault and child sexual assault are two of the FBI’s investigative prior-
ities in Indian Country. Statistics indicate that American Indians and Alaska Na-
tives suffer violent crime at greater rates than other Americans. Approximately 75
percent of all FBI Indian Country investigations concern homicide, crimes against
children, or felony assaults.

The FBI continues to work with tribes through the Tribal Law and Order Act of
2010 to help tribal governments better address the unique public safety challenges
and disproportionately high rates of violence and victimization in many tribal com-
munities. The act encourages the hiring of additional law enforcement o